Sophia School Corporation Privacy Policy (for International Students)

Sophia School Corporation (7-1 Kioi-cho, Chiyoda-ku, Tokyo 102-8554 Japan;

hereinafter referred to as “the Corporation”) stipulates the following privacy policy

(hereinafter referred to as “this Policy”), pursuant to applicable laws and regulations

pertaining to personal information protection and privacy including the EU General

Data Protection Regulation (‘GDPR”) and the relevant domestic laws of EU member

states (hereinafter referred to as the “Applicable Legislation”), with regard to the

handling of Personal Data (defined in Article 1) of identified or identifiable natural

persons to whom the Applicable Legislation applies (hereinafter referred to as “Data

Subjects”). The Corporation shall comply with the Applicable Legislation and protect

personal information, including the Personal Data of Data Subjects, in compliance with

this Policy.

Article 1. Definitions

Terms used in this Policy shall be defined as follows.

Contract

Contract entered into by and between the Corporation and a
Data Subject concerning educational services and administrative

services ancillary thereto provided by the Corporation.

Personal Data

IAll information pertaining to a Data Subject and processed by

the Corporation, as prescribed in Article 3 of this Policy.

Processing

IAny operation or set of operations which is performed on
Personal Data or on sets of Personal Data, whether or not by
automated means, such as collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination,

restriction, erasure or destruction.

Controller

The party which, alone or jointly with others, determines the
purposes and means of the Processing of Personal Data. The
Controller of Personal Data processed in accordance with this

Policy is the Corporation.

Article 2. Scope of Application of this Policy

This Policy applies to Personal Data of Data Subjects which is provided by Data

Subjects for the purpose of undertaking studies at a school established by the




Corporation (hereinafter referred to as a “School”), whether by student exchange,
short-term study abroad, privately-funded study abroad, or any other mode, or which is
provided for the same purpose by a university that is a partner under a student
exchange agreement signed by the Corporation (hereinafter referred to as a “Partner

University”).

Article 3. Personal Data Collected
The Corporation may collect the following types of Personal Data.

(1) General information

Name, gender, facial photograph, nationality, date of birth, place of birth,
current address, place of stay in Japan, telephone number (emergency contact),
e-mail address, guarantor’s name/address/contact, information on relatives in
Japan, previous visits to Japan, academic history, language proficiency
certificates, financial situation (status of tuition fee payments, information on
bank account for transfers, etc., guarantor’s annual income, information on
scholarships, etc.), passport information, flight information, status of residence

information, enrollment information (information on course status, academic

grades, etc.)

(2) Information necessary for study abroad

In the event that a Data Subject studies at a School on a Study Abroad Program such as
undertaking a student exchange from a Partner University or participating in a short-
term study abroad program while affiliated with a Partner University (hereinafter
referred to as a “Study Abroad Program”), the following information may be collected
from the Data Subject and/or the Partner University with which the Data Subject is
affiliated (hereinafter referred to as the “Home University”), in addition to the

information in (1) above.

Name of Home University and major, expected date of graduation, expected
degree title, academic grades, graduation certificate, history of participation in

Study Abroad Programs at the Corporation, academic transcripts from Home

University

(3) Sensitive data

Information concerning health (including information on current illnesses and
health examinations) and physical condition (information pertaining to the need

for special supports)




Article 4. Purposes and Legal Grounds for Data Processing

The Corporation shall only collect and process Personal Data for the purposes set forth
below (excluding (7) and (9) in the case of Personal Data of a Data Subject concerning
student exchange). Personal Data shall not be processed beyond the extent necessary for
performance of Contracts or the scope of prior consent granted by the Data Subject
personally.

In the event that the Corporation intends to process data for a purpose other than those
set forth below, it shall furnish the Data Subject of the applicable Personal Data with

the additional purpose and all related additional information.

(1) Implementation of entrance examinations and inbound student exchange
screenings

Pursuant to Contract with a Data Subject or application by a Data Subject, Personal

Data shall be processed for the purpose of implementing entrance examinations and

inbound exchange student screenings at Schools.

(2) Procedures for enrollment in Schools

Pursuant to Contract with a Data Subject, Personal Data shall be processed for the
purpose of undertaking the procedures required to enroll the Data Subject in a School
(production of enrollment data, issuance of student identification card, etc.).

In this context, “procedures required to enroll” include procedures required for a Data

Subject to study at a School under a Study Abroad Program.

(3) Provision of classes and other educational services, etc.

Pursuant to Contract with a Data Subject, Personal Data shall be processed for the
purposes of providing classes, periodic examinations, and other educational services in
Schools, managing student attendance, using classrooms, libraries, and other facilities

of the Corporation, or providing administrative services associated therewith.

(4) Provision of student support services

Pursuant to Contract with a Data Subject or application by a Data Subject, Personal
Data shall be processed for the purpose of supporting all aspects of student life,
including extracurricular activities, welfare and benefits (housing arrangements,

insurance applications, etc.), and scholarship applications at Schools.



(5) Graduate employment and careers counselling
Pursuant to Contract with a Data Subject or in response to the wishes of a Data Subject,
Personal Data shall be processed for the purposes of graduate employment placement,

careers counselling, and other advisory services.

(6) Health management

Pursuant to Contract with a Data Subject, Personal Data shall be processed for the
purpose of implementing health examinations and other means of managing the Data
Subject’s health.

(7) Tuition fee invoicing/administration
Pursuant to Contract with a Data Subject, Personal Data shall be processed for the
purposes of invoicing tuition fees payable to the Corporation or administering tuition fee

payment conditions.

(8) Issuance of certificates
Pursuant to Contract with a Data Subject or request by a Data Subject, Personal Data
shall be processed for the purpose of issuing academic transcripts, certificates of

enrollment, and other certifications.

(9) Conferment of academic degrees
Pursuant to Contract with a Data Subject, Personal Data shall be processed for the
purpose of conferring academic degrees on the Data Subject upon fulfillment of the

graduation requirements or degree completion requirements prescribed by a School.

(10) Provision of information to Home University

Pursuant to Contract with a Data Subject or student exchange agreement with a Home
University, Personal Data shall be processed for the purpose of providing information to
a Home University concerning the academic performance and credit record at Schools of

a Data Subject using a Study Abroad Program.

(11) Communicable disease control measures at point of entry to Japan
Pursuant to the consent of a Data Subject, Personal Data of Data Subject (including
health-related information) shall be processed for the purpose of communicable disease

control measures at point of entry to Japan.



(12) Operation of the Sophia University Alumni Association
Pursuant to the consent of a Data Subject, Personal Data shall be processed for the

purposes of operating the Alumni Association after graduation from the Corporation.

In the event that a Data Subject does not wish to join the Alumni Association, this may
be excluded from the scope of consent. In the event that a Data Subject wishes to

withdraw consent, they may do so at any time pursuant to Article 10 of this Policy.

Article 5. Transfer of Personal Data to Joint Users/Subcontractors and Other Third
Parties
(1) Joint use with Sophia Campus Support Co., Ltd. (*)
The Corporation may use Personal Data jointly with Sophia Campus Support Co.,
Ltd.® for the purposes of providing information on various programs concerning
comprehensive student services, events and the like, and improving the benefit and
welfare of its students.
* Sophia Campus Support Co., Ltd. is a company fully owned by Sophia School Corporation. With an emphasis
on improving services offered to the students of schools established by Sophia School Corporation, and as a
valued partner of Sophia School Corporation, Sophia Campus Support Co., Ltd.’s mission is to provide
support for education, research, and social contribution activities, as well as returning the profits from its
business activities to Sophia School Corporation and thereby contributing to the creation of “attractive

schools.”

The Corporation assumes responsibility for the processing of Personal Data by Sophia
Campus Support Co., Ltd.

In the event that a Data Subject does not wish Personal Data to be used jointly with
Sophia Campus Support Co., Ltd., this may be excluded from the scope of consent. In the
event that a Data Subject wishes to withdraw consent, they may do so at any time

pursuant to Article 10 of this Policy.

(2) Provision associated with visa application procedures

The Corporation may apply for visas on behalf of Data Subjects. When doing so it shall
provide said Data Subjects’ Personal Data to the Immigration Services Agency of Japan,
Embassies and Consulates of Japan.

Also, the Corporation may engage agencies or administrative scrivener firms which
provide visa application support under contract with the Corporation to perform tasks

relating to visa application, and may provide Data Subjects’ Personal Data to the extent



necessary for such engagement. The Corporation shall enter into outsourcing contracts
with agencies or administrative scrivener firms and impose upon them the same
obligations as those to which the Corporation itself is subject, in accordance with
Applicable Legislation, in order to prevent improper use, loss, and alteration of Personal

Data in the course of its processing.

(3) Provision to Home Universities
Pursuant to student exchange agreements with Partner Universities, the Corporation
shall provide Personal Data of Data Subjects using Study Abroad Programs to said Data

Subjects’ Home Universities.

(4) Housing arrangements

In order to arrange housing (dormitory, etc.) for Data Subjects during their period of
study abroad, the Corporation may engage external agents to perform tasks relating to
such arrangements, and may provide Data Subjects’ Personal Data to the extent

necessary for such engagement.

The Corporation shall enter into outsourcing contracts with external agents and impose
upon them the same obligations as those to which the Corporation itself is subject, in
accordance with Applicable Legislation, in order to prevent improper use, loss, and

alteration of Personal Data in the course of its processing.

(5) Communicable disease control measures at point of entry to Japan

As a communicable disease control measure at point of entry to Japan, the Corporation
may engage external agents to perform tasks in order to ascertain the health status of
Data Subjects before and after entry to Japan and to secure means of transport and
Iinterim accommodation after entry, and it may provide Data Subjects’ Personal Data to
the extent necessary for such engagement (the requirement stated in item (4) to impose
upon external agents the same obligations as the Corporation itself applies likewise in

this case).

Moreover, the Corporation may provide Personal Data regarding health status before
and after entry to Japan to Call Centers for Japanese Returnees and Potential Contacts,
public health centers, healthcare institutions, and the like, as necessary and in

compliance with the laws and regulations of Japan.



Article 6. Security and Compliance
1. The Corporation shall institute appropriate organizational and technical security
measures in order to protect the Personal Data of Data Subjects, and shall prevent the

improper use, loss, or alteration thereof.

Moreover, rights of access to Personal Data shall be granted only to the minimum
number of faculty/staff and subcontractors who require access to said data. These
persons shall assume obligations of confidentiality in accordance with employment

contracts or outsourcing contracts with the Corporation.

2. To guard against cases of violation of Data Subjects’ Personal Data, the Corporation
has established Information System Security Guidelines and other necessary
regulations. The Corporation shall issue notifications to the applicable supervisory

authority and Data Subjects if required in accordance with Applicable Legislation.

Article 7. Retention Period

The Corporation shall retain Data Subjects’ Personal Data only to the extent necessary
for the purposes of data collection and processing.

In the event that a retention period is prescribed by agreement with a Partner University
in a student exchange agreement, the applicable Personal Data shall be retained for said

period.

The Corporation shall promptly erase Personal Data for which there are no legitimate
grounds for processing, in the event that said data is no longer required in light of the
purposes of its collection or processing; the Data Subject withdraws consent or states an
objection to its processing and no legal grounds exist for said processing; or it must

otherwise be erased in accordance with Applicable Legislation.

Article 8. Records of Processing Activities
The Corporation is responsible for producing and retaining records of activities involving
the processing of Data Subjects’ Personal Data, in accordance with Applicable
Legislation. All of the following information shall be included in said records.
(1) For activity records pertaining to processing conducted by Controllers:
a. The name and contact details of the Controller, joint Controller, and Controller’s
representative

b. The purposes of processing



c. Adescription of the categories of Data Subjects and the categories of Personal Data

d. The categories of recipients to whom Personal Data have been or will be disclosed,
including recipients in third countries or international organizations

e. Where possible, the envisaged time limits for erasure of the different categories of
data

f. Where possible, a general description of the technical and organizational security
measures prescribed in Article 6

(2) For activity records pertaining to processing delegated to subcontractors (processors):

a. The name and contact details of the processor(s), and each Controller on behalf of
which the processor is acting, and where applicable, of the Controller’s or the
processor’s representative

b. The categories of processing carried out on behalf of each Controller

c. Where possible, a general description of the technical and organizational security

measures prescribed in Article 6

Article 9. Cookies

The official website of Sophia University (hereinafter referred to as the "Site") uses a
technology called "Cookies" in part to enhance convenience and improve the Site.
Cookies contain information about the access history of site users to the Site, and are
used to provide useful functions to users. This data does not contain any information
that identifies the individual user of the site. The statistical data obtained through this
process will be used for the purpose of improving our website.

Browsers are usually set to enable Cookies by default. You can set your browser to disable
Cookies or to indicate when Cookies are being sent. However, disabling Cookies may

limit your ability to view the University's website.

Article 10. Rights of Data Subjects
1. In the event that the processing of Personal Data by the Corporation is pursuant to
the consent of a Data Subject, said Data Subject has the right to withdraw consent

related to the use of their data at any time.
2. Data Subjects have the right to request access to their own Personal Data. Pursuant
to this right Data Subjects may receive copies (or electronic data) of said Personal Data

retained by the Corporation.

3. Data Subjects have the right to request rectification of their own Personal Data



retained by the Corporation, and may amend incomplete or inaccurate data retained by

the Corporation.

4. Data Subjects have the right to request erasure of their own Personal Data in the
event that Personal Data is processed unlawfully or otherwise in the absence of the
legitimate grounds stipulated in Article 4, and the Corporation shall erase said Personal

Data in accordance with Applicable Legislation.

5. Data Subjects have the right to express objections to the processing of their own
Personal Data by the Corporation for the purpose of legitimate interest. The Corporation
shall cease processing said Personal Data in accordance with Applicable Legislation
unless it can demonstrate compelling legitimate grounds for the processing which (i)
override the interests, rights and freedoms of the Data Subject or (i) are for the

establishment, exercise or defense of legal claims.

6. Data Subjects have the right to request restriction of the processing of their own
Personal Data, and the Corporation shall respond to such requests in accordance with

Applicable Legislation.

7. Data Subjects have the right to request their own Personal Data to be received by
themselves or transferred to a third party. The Corporation shall in accordance with
Applicable Legislation provide said Personal Data to the Data Subject and/or a third
parties nominated thereby, in a structured, commonly used, and machine-readable

format.

8. The Corporation shall provide information on its response to a request from a Data
Subject within one (1) month of receiving said request from the Data Subject. However,
this period may be extended by two (2) further months taking into account the complexity
and number of requests. The Corporation shall notify the Data Subject of any such
extension of the processing period within one (1) month of receiving a request from said

Data Subject.

9. The Corporation shall respond free of charge to all exercises of rights by the Data
Subject set forth in the preceding paragraphs of this Article.

10. Data Subjects have the right to lodge a complaint to the supervisory authority in the



event that they object to the processing of Personal Data by the Corporation or the

Corporation’s response to an exercise of rights set forth above.

Article 11. Relationship with Personal Information Protection Regulations and Other
Regulations of the Corporation

This Policy shall apply to Data Subjects’ Personal Data in addition to the Personal
Information Protection Regulations of the Corporation, and the provisions of this Policy
shall take precedence in the event of any conflict between the provisions of this Policy

and other regulations of the Corporation.

Article 12. Inquiries
The contact point shown below should be used in the event of questions and complaints,

or if a Data Subject wishes to exercise any of the rights set forth in Article 10.

Contact ) )
) Center for Global Education and Discovery
Point:
7-1 Kioi-cho, Chiyoda-ku, Tokyo 102-8554
Address:

Japan

e-mail:  [inbound-co@sophia.ac.jp

Article 13. Other Matters
The Corporation may amend this Policy from time to time. Data Subjects are

encouraged to check this Policy on a regular basis.

This Policy was last amended in February 2024.
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